Clubs Wireless Network Configuration Guide - Mac OSX 10.6

For support contact the DHTS Service Desk at 684-2243 or https://duke.service-now.com

Phase 1: Removing diamonds wireless configuration

1. Open System Preferences and go to the “Network” preferences pane
2. Click the “Turn AirPort Off” button
3. Click the “Advanced...” button

Network

< » | ShowAll Q

“»
L)

Location: | Automatlc

Status: Connected ” Turn AirPort Off )

S onn

AirPort is connected to diamonds and has

P E‘he"‘et &> the IP address 172.17.12.245.

[ Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.

802.1X: Unknown [ Disconnect |

Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:00:20

) ———————
’i Show AirPort status in menu bar ( Advanced... ) ®

s =

L
J_J Click the lock to prevent further changes. ( Assist me.. \ Revert Apply
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4. Under the “AirPort” tab, find and select/highlight “diamonds” in the list of “Preferred Networks”

5. Click the minus button to remove it from the list

Network
4 ‘ > Show All Q
= AirPort
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{AirPort TCP/IP  DNS WINS 802.1X Proxies Ethernet

Selectmdiamondsgand|clickithelminus]button|tolremovelit]

Preferred Networks:

Network Name Security
diamonds WPA2 Enterprise

+_; - - :I Drag networks into the order you prefer.

Z" Remember networks this computer has joined
_| Disconnect when logging out

Require administrator password to:

__| Create computer-to-computer networks

__ Change networks

__ Turn AirPort on or off

AirPort ID: 00:1e:52:70:6f:a4

( > \
_ Cancel ) ( OK )

Page 2 of 9



Clubs Wireless Network Configuration Guide - Mac OSX 10.6

For support contact the DHTS Service Desk at 684-2243 or https://duke.service-now.com

6. Click on the “802.1X” tab
7. Select any and all entries in the list on the left and remove them using the minus button

Network

< | > Show All Q

“= AirPort

 AirPort TCP/IP DNS WINS 802.1X Proxies Ethernet

. ¥User Profiles
¥ wpa:diamonds User Name:

[Removealllentries found]injthe 8021 X{tablbyj
selectinglthemland[clickin @mm

Authentication: Enable Protoco
TTLS ;
LS 0
EAP-FAST

PEAP

Configure.

Configure Trust...

Wireless Network: v
Security Type: WPA2 Enterprise

@ (Cancel :: :i OK )

8. Click the “OK” button

9. Click the “Apply” button
10. Quit System Preferences by clicking on the red close button in the upper left-hand corner of the

window
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11. Go to Spotlight (upper right-hand corner of the menu bar, the icon looks like a magnifying glass) and
type in “Keychain Access”
12. Click on the Keychain Access application to run it

LA N 4 Fri9:46 AM yellow [et

SO OUELT  Keychain Access|

" Show All

g op i | Keychain Access

- Definition {8 The ApfName: Keychain Access
& Path: fApplications/Utilities
Applications 4 Keychaimacvess
Shay

Spotlight Preferences...

13. In the “Keychain Access” application, under the “login” keychain, find all entries that have “diamonds”

in the name
8006
gf Click to lock th Q
L xeyéﬁa_,;-;"' _
& Iogln""’ WPA: diamonds
g if - = Kind: 802.1X Password
# Micr...ertificates A Account: perro003
{8 System Where: FDBBEOF3-8EC1-4CDA-8E45-B39358E324F7
) System Roots Modified: Today, 9:25 AM
‘Name — & Kind Date Modified Expires Keychain
»}\ Safari Forms AutoFill application password Mar 4, 2010 8:24:32 AM - login
,A‘ skitch application password Apr 4, 2012 11:00:17 AM -~ login
A
Category
/4 All ltems
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14. Select them and press the “delete” key on the keyboard to remove them

Keychain Access

9

afari Fe

Are you sure you want to delete “WPA:
diamonds” from the login keychain?

( Cancel ) ( Delete )

xpires

kitch

fPA: diamonds

15. Quit the “Keychain Access” application
16. Restart the Mac.
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application password Apr 4, 2012 11:00:17 AM

802.1X Password Today, 9:25 AM
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Phase 2: Adding clubs wireless configuration

Login to your Mac as normal

Select “AirPort” on the left
Click the “Turn AirPort On” button

No o~ wdh e

®nN
[4|»][ShowA||]__

Open System Preferences and go to the “Network” preference pane

Click and release on the “Network Name” select bar
WAIT for the available networks to be populated
From the “Network Name” select bar, choose “clubs”

Network

Location: Automatic

Ethernet
e Not Connected K7
i = |

On -

g
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Status: On ( Turn AirPort Off )

AirPort is turned on but is not connected to
a network.

Network Name v No network selected

diamonds
guest

Join Other Network...

802.1X Create Network...
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8. Enter your DHE username and password when prompted and click “Join” button

000 | Network
[ _show Al ]
— The network “clubs” requires a password.
Ethernet -
e Not Connected User Name: Port Off )
nected to
Password:
; : s )
o FireWire 802.1X: | Automatic v |
Not Connected v/ Remember this network i
(Cancel ) ( OK ) omatically.
, you will

802.1X: Unknown

9. You should be prompted to “Verify Certificate”
10. Click on “Show Certificate” button

Authenticating to network "clubs"

Before authenticating to server "wifi-radius4.dhe.duke.edu”, you should
examine the server's certificate to ensure that it is appropriate for this

e —
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11. The window will expand to show the available certificates

12. Select “InCommon Server CA”

13. Make sure the “Always trust “InCommon Server CA” box is checked
14. Click the “Continue” button

_ 5. ALl Ul UULUIIEnL L

Verify Certificate 1

AL 2B |

[

)
N\ B
) I

Authenticating to network “clubs”

Before authenticating to server “wifi-radius4.dhe.duke.edu”, you should N
- : : A" it is appropriate for this g

Bt BB R L e |-
3
»

# Always trust “InCommon Server CA" m |

fi k] AddTrust External CA Root 1
&

InCommon Server CA
Cortifiecte

mard Intermediate certificate authority f
Expires: Saturday, May 30, 2020 6:48:38 AM ET

@ This certificate is valid
' p» Trust
» Details E
©) (' Hide Certificate ) ( Cancel ) ( Continue )

7

15. You will be prompted to enter your login password to make changes to your Certificate Trust Settings
16. You should now be connected to the “clubs” network
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17. Click the “Apply” button

®On Network
< | » || ShowAll Q Y
Location: ( Automatic @
. AirPort -
" Connected - Status: Connected ( Turn AirPort Off )
AirPort is connected to clubs and has the IP

@ Ethernet & address 172.17.12.245.
Not Connected
FireWire ;
gy T S Network Name: [clubs m

"1 Ask to join new networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.

802.1X: Unknown

Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:00:44

i . Al § .
L A &
|

T ™ Show AirPort status in menu bar @
q ( _
Click the lock to prevent further changes. ( Assist me... ) ( Revert ) ( Apply )

18. Quit System Preferences by clicking on the red close button in the upper left-hand corner of the
window
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